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CounterMeasures® is the preferred risk assessment 
tool used throughout the U.S. military, government 
and industry to identify, quantify and manage 
your organization’s vulnerability and risk. Its unique 
methodology can help you meet government risk 
assessment standards and compliance. Contact us 
for a free demonstration and training.

General Applications
Physical Security - Facilities

	� Module addresses typical tenant and commercial 
environments.

	� Federal Emergency Management Agency (FEMA) 
standard.

	� U.S. General Services Administration (GSA) 
standard.

	� U.S. Department of Justice (DOJ) standard.

	� U.S. Coast Guard Maritime Security (MARSEC) 
Part 105 standard.

	� Anti-Terrorism/Force Protection (AT/FP) standard.

Information Assurance
	� National Institute of Standards and 

Technology (NIST) Special Publication 
800-53, Recommended Security 
Controls for Federal Information 
Systems.

	� Integrating industry best practices.

	� Ascertain information security posture: 
Enables assessment and incident 
reporting to identify malicious, 
procedural and process issues 
including insider and outsider threats.

HII is a global, all-domain defense provider. HII’s mission is to deliver the world’s most powerful ships and all-domain solutions 
in service of the nation, creating the advantage for our customers to protect peace and freedom around the world. As the 
nation’s largest military shipbuilder, and with a more than 135-year history of advancing U.S. national security, HII delivers critical 
capabilities extending from ships to unmanned systems, cyber, ISR, AI/ML and synthetic training. Headquartered in Virginia, HII’s 
workforce is 44,000 strong. For more information, visit: HII.com. 
 
Contact: CMHelp@hii.com
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KNOW YOUR RISK
Identify, Quantify and Manage your Risk

CounterMeasures® is the preferred risk assessment 
tool used throughout the US military, government 
and industry to identify, quantify and manage 
yo u r  o rg a n izat i o n ’s  v u ln e ra b i l i t y  a n d  r i s k . 
I ts  unique  methodology can  he lp  you me et 
government  risk  assessment  standards and 
compliance. Free demonstration and training 
are available at your location or at the Huntington 
Ingalls Industries offices in Alexandria, Virginia.  

Please contact us at cmhelp@alionscience.com to 
schedule a time that is convenient for you.

GENERAL APPLICATIONS:
PHYSICAL SECURITY – FACILITIES
• Module addresses typical tenant & commercial 

environments
• Federal Emergency Management Agency (FEMA) 

standard
• US General Services Administration (GSA) standard
• US Department of Justice (DOJ) standard
• US Coast Guard Maritime Security (MARSEC) Part 105 

standard
• Anti-Terrorism/Force Protection (AT/FP) standard

INFORMATION ASSURANCE
• National Institute of Standards and Technology (NIST) 

Special Publication 800-53, Recommended Security 
Controls for Federal Information Systems

• Integrating Industry Best Practices
• Ascertain information security posture: Enables 

assessment and incident reporting to identify malicious, 
procedural and process issues including insider and 
outsider threats



HII is a global, all-domain defense provider. HII’s mission is to deliver the world’s most powerful ships and all-domain solutions 
in service of the nation, creating the advantage for our customers to protect peace and freedom around the world. As the 
nation’s largest military shipbuilder, and with a more than 135-year history of advancing U.S. national security, HII delivers critical 
capabilities extending from ships to unmanned systems, cyber, ISR, AI/ML and synthetic training. Headquartered in Virginia, HII’s 
workforce is 44,000 strong. For more information, visit: HII.com.  
 
Contact: CMHelp@hii.com 
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COUNTERMEASURES® TOOLS & TRAINING PACKAGE INCLUDES: 

	� Two-day software and application training

	� Unlimited installation of data and collection module

	� One year support including upgrades, enhancements

Physical Security Variant
Securing your physical environment is an essential step to ensure the continued 
operational performance and security of your facilities. To counter the ongoing threats 
of theft, terrorism, assault and damage or destruction of key assets, HII offers the 
CounterMeasures® Physical Security Variant.

Cyber Security Variant
Securing your computer and network environments is an essential step to ensure the 
continued operational performance and security of your IT systems. HII offers the 
CounterMeasures® Cyber Security Variant to conduct and analyze assessments of your 
cyber and IT systems.

Intellectual Property Security
Securing your intellectual property is an essential step to ensure the continued operational 
performance of your company. The CounterMeasures® Intellectual Property Security 
Variant provides a consistent and technically sound methodology to identify, analyze, 
quantify and communicate risk to your proprietary data and intellectual property.

Interagency Security Committee (ISC)

CounterMeasures® supports the Interagency Security Council (ISC) Risk Management 
Process (RMP), consistent with executive orders to support assessments of all buildings 
and facilities in the U.S. occupied by Federal employees for nonmilitary activities.

CounterMeasures® Chemical Assessment Tool (CCAT)
The chemical industry’s infrastructure is essential to the nation’s economy and security, 
but gaps in security and other risks can have extreme consequences. To counter the 
ongoing threats of theft, terrorism and damage to key assets, HII offers CCAT.

	� Ability to create customized security datasets

	� Ability to analyze individual or group surveys


